
Figure 1 



in 

ru 

In 



j 



3 



InstanSatB sn 
Appicafion Server 
on ttve CofTtputBT 
System 



instanuaia an 
App B c at km on tha 
AppOcatlon Server 
by a Consumer 



3-^ 



210 



Figure 2 



AppBcaHon 
Retpiesis 
CredenSatoof 
the Enterprtse 



the rif>j)lk>flUon 



Yes 



App D c a Pon 
contacts Key 
Reposftofy 




^214 



Yes- 




No 




216 



KeyRei 




Gives Credential 


FBeandl 




toAppI 


Ocatkm 



218 



AppBcaBon 
Performs Wortc on 
Behdtfbrthe 
Cortsumer (and 
Enterprise) 



AppScafion 




Provido the 
name and 
passwofd 
for one 





Key Reposilory 
Invents an 
Integrity Key 



Key Ret 
Invei 
Protecti 


r 

>osttory 
ttsa 
Ion Key 


1 


r 



312 



Adtvatirxi the Key 
Reposttory by the 
operator and at 
least one 
OMterviho 
supply their 
kSentttyand 



1/ 



314 



Figure 3 



z 



Certification 
Auttiority 



Enterprise 



Consumer 



'50 



.10 



40 



Applications 



-28 



1 I I 



Key Repository 



Protection Key 



Integrit/ Key 



'22 



'30 



Database 
Enterprise Credentials \ 



Figure 4 



Consumer 



50 



40 



Applications 



26, 



Local Agent or 
Key Repository 



21 



70 



Certification 
Authority 



Enterprise 



32- 



26 



28 



24' 



] [ 



Key Repository 



20 



Protection Key Integrity Key 



V 



22 
30 



Datat>a8e 



Enterptise Credentials | 



Figure 5 




Obtain a Salt value 
with a ramdom 
number source. 



606 




Obtain the 
ProtecUoh Key 



608^ 


\ 




r 






Obtain the 






Integrity Key 


610 


\ 




r 



Catenate the salt 

value, the 
Protection Key, and 
the Integrity Key 
together to fonm a 
Catenated value. 





612 




/ 






Input the 






Catenated value 






into a hashing 






algorithm to 






produce a Hash 






value. 






' / 


614 




Write the Hash 






value, the Salt 






value, and the 






name of the 






hashing algorithm 






to a database. 






, ^616 



End 



Figure 6 



